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Historical 

Forty years in the making

Reflections on Trusting Trust

“The moral is obvious. You can't 
trust code that you did
not totally create yourself. 
(Especially code from companies 
that employ people like me.) No 
amount of
source-level verification or 
scrutiny will protect you
from using untrusted code. In 
demonstrating the possibility of 
this kind of attack” - Ken Thompson



About the Speaker

Who am I?

Tech lead of offensive security

Developer  of:

● TunnelTug
● Phisheries
● 0TrustCloud





THEORETICAL FOUNDATION

Pillar 2: The Law of Generalized Complexity Orchestration

"As a monolithic system use cases 
expand, it inevitably introduces 
features whose combined capabilities 
achieve functional parity with the 
underlying execution environment. 
When orchestrated in unintended 
ways, they systematically defeat the 
system's own isolation boundaries."



THEORETICAL FOUNDATION

Pillar 3: The Four Constants of Emergent 
Vulnerabilities

01 Modular Vacuum: A component functions 
flawlessly in isolation.

02 Industry Vetting: The mechanism adheres to all 
established industry standards.

03 Security Assumptions: Security posture relies 
entirely on implicit trust of underlying 
boundaries.

04 Composite Failure: Interaction of multiple 
vetted components exposes an exploit vector.









OFFENSIVE ENGINEERING

BitM Demo: Would you like to play a game of Dino?





RADIO SILENCE

Forcing the browser into the 

error state destroys the live 

navigation pipeline. Network 

timing telemetry, phase-

transition metrics, and 

resource load hooks drop to 

absolute zero, seamlessly 

mimicking a routine local 

network timeout.

ONE-WAY MIRROR

As an opaque, display-isolated 

scheme, standard web-level 

security tooling is completely 

blocked from observing the DOM 

or execution state. Client-

side scripts are blind, while 

high-privilege CDP hooks 

retain absolute control.

STERILE STAGING

Modifying API properties live 

on a target page trips active 

runtime defenses. The Dino 

state serves as a sterile 

staging ground where an 

adversary can silently rewrite 

objects and seed canvas 

fingerprints in total radio 

silence before redirect.

THE PERFECT CLOAKING DEVICE
STRUCTURAL SUPERIORITY OF THE DINO FOOTHOLD (CHROME-ERROR://CHROMEWEBDATA)



The Display-Isolated Mandate Chromium Bug 703801 

officially established chrome-error:// as a display-

isolated scheme to protect internal error states from 

external web manipulation.

The Telemetry Asymmetry The engineering fix successfully 

blocked standard web origins from sniffing or embedding 

the page, but explicitly preserved high-privilege 

communication channels (CDP/Extensions).

The Enforcement Loophole Because the security boundary 

relies entirely on implicit trust of the underlying 

execution environment, it creates an asymmetric control 

plane where the defender is blind, but the automation 

harness is omniscient.

ARCHITECTURAL CODIFICATION
THE IMMUTABLE LEGACY OF CHROMIUM BUG 703801











EXPLOIT MECHANICS

Base64 URI: Security was considered (RFC 2397)

01 / SCREENING BYPASS

Firewall proxies attempting to block restricted media types will 
struggle to screen them when delivered via the "data" URL 
scheme.

02 / THE DOMAIN THREAT

Implementers must remain acutely aware of these delivery 
vectors and proactively apply whatever precautions are necessary 
within their domain.



EXPLOIT MECHANICS

MHTML: An archaic warning (RFC 2557)

01 / LOCAL RESOLUTION

Standards force all internal HTML URIs to resolve strictly within 
the local MHTML structure, completely isolating them from 
external network sources.

02 / THE TROJAN HORSE

If an MHTML resource leaks into the general web cache, it can act 
as a Trojan Horse to inject completely misrepresented or spoofed 
web assets into the browser.

03 / BOUNDARY RESTRICTION

Cached MHTML resources must never be accessible outside their 
specific multipart structure, explicitly preventing origin confusion 
and broad cache poisoning.



EXPLOIT MECHANICS

chrome.PageCapture: Please don't rehydrate 
mhtml



EXPLOIT MECHANICS

The Magic Phrase: Living off of Google EV 

CRITICAL BYPASS MECHANICS

● Mojo RPC Key: The key is utilized to 
initiate RPC communication over Mojo for 
Google EV.

● Sandbox Integrity: Not considered a 
vulnerability because it operates without 
extension-level privilege, leaving the 
browser sandbox entirely unimpacted.

● Offscreen Script: Used to execute a custom 
offscreen_script.js for trusted Mojo-based 
communication with a component extension.

● Built-in to Chrome as component extension.



EXPLOIT MECHANICS

Using the Magic Phrase: Drive By Magic Worker

CRITICAL BYPASS MECHANICS

● Mojo RPC Key: The key is utilized to 
initiate RPC communication over Mojo for 
Google EV.

● Extension Level Communication: The 
background_service_worker.js privileged 
with Mojo access and the perfect pipe to 
stream websocket traffic for DOM, 
keystroke, click captures.

● Offscreen Script: We leverage the EV key to 
use service workers to communicate with 
background_service_worker.js via our custom 
offscreen_script.js.





























Demo

Demo: Google



Demo

Demo: Mircosoft



Demo

Demo: Okta



Demo

Demo: AWS



Demo

Demo: Github





Demo

DBSC: A Total Eclipse of the Identity



EXPLOIT MECHANICS

DBSC: Will not protect registration



EXPLOIT MECHANICS

Webauthn: Also will not protect registration







DEFENSIVE BLUEPRINT

Tool Repos

TunnelTug

https://github.com/Tunne
lTug/TunnelTug

https://tunneltug.com

EvilRBI (Phisheries)

https://github.com/EvilR
BI/phisheries

https://evilrbi.com

https://github.com/TunnelTug/TunnelTug
https://github.com/TunnelTug/TunnelTug
https://tunneltug.com
https://github.com/EvilRBI/phisheries
https://github.com/EvilRBI/phisheries
https://evilrbi.com
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